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At AccuPay, we take the trust you have placed in us very seriously. We understand that you 
depend on us to produce accurate payrolls as well as accurate tax returns and payments. With 
that in mind, we have created this “peace of mind” kit containing answers to common questions 
as well as information regarding AccuPay’s bond and liability insurance. It is our hope that the 
information contained in this kit will ease your mind regarding any potential loss related to payroll.  
 
FAQ’s 
 
Q: Is AccuPay Bonded? 
 
A: Yes, AccuPay is bonded, with coverage for errors and omissions as well as employee dishonesty (copy of 
certificate available upon request). In addition, AccuPay holds $1 million in Cybersecurity insurance through 
Lloyd’s of London. AccuPay guarantees that your payrolls and tax payments will be accurate and timely and 
will assume financial responsibility for errors and omissions which originated from any member of our staff.  
This includes tax penalties and/or interest due to late or inaccurate payments. In the event that the Client is 
responsible for the error or omission, AccuPay pledges to work on the Client’s behalf to achieve the most 
desirable resolution. 
 
Q: Does AccuPay Participate in a SOC-1 Audit? 
 
A: Yes, AccuPay has completed three SOC-1 audits in 2020,2023 and 2025. The current report and applicable 
bridge letter are available upon request. 
 
Q: Are AccuPay’s Financial Statements Reviewed by an Independent CPA Firm?  
 
A: Yes, AccuPay does engage an independent CPA firm to review our books/records and provide us with an 
annual “reviewed” financial statement.  
 
Q: Does AccuPay Outsource its Tax Pay Service? 
 
A: AccuPay uses a combination of expert in-house staff and the advanced technology of MasterTax software to 
process client payroll tax payments and tax returns. AccuPay was spun off from a local CPA firm in 1994. Our 
staff consists primarily of Certified Payroll Professionals who are experts in payroll and payroll taxes. Our Tax 
Director is a CPA/CPP and our Tax Manager is certified in both payroll (CPP) and HR (SPHR).  As such, we 
are very comfortable with collecting and filing payroll tax returns for our clients. Because of this, we can 
quickly and effectively resolve any tax issues that may arise. 
 
Q: Does AccuPay Have Bank References for its Financial Viability? 
 
A: Yes – AccuPay uses Regions Bank to originate its direct deposit and electronic tax transactions. AccuPay 
authorizes our prospective and current clients to inquire regarding AccuPay's financial condition and business 
reputation with our account representative, Melissa Zappata. Melissa may be reached at 317-221-6288.  
 
Q: Are AccuPay’s Online Services Secure? 
 
A: AccuPay currently licenses payroll software from isolved (People Cloud) and UKG (UKG Ready). Both of 
these systems are cloud based and hosted on secure platforms which are subject to ongoing testing and review 
from third-party auditors. More information is available upon request. 



 
Q: Does AccuPay have back-up servers and disaster recovery plans in place? 
 
A: AccuPay has implemented two back-up servers to allow continuous workflow in the event of a system 
failure. In addition, AccuPay has installed a generator capable of powering AccuPay’s entire facility and has 
implemented a back-up Internet connection to ensure continuous online capabilities.  
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monitoring your eftps tax payments 

You can monitor your Federal tax payments “24/7” by enrolling in the EFTPS system. Simply follow the 
detailed steps below to enroll in EFTPS. 

1. Go to www.eftps.com
(Note – you can also call EFTPS at 800-555-4477 and request an enrollment form)

2. Click on the “Enrollment” tab at the bottom right in red

3. Read the privacy act disclosure and click “accept”

4. Enroll as a “business” and then click “next”

5. Enter your business information, contact information, financial information (Select the second 
option), “payment through a financial institution”, and click “review”

6. Verify the accuracy of your enrollment information, read the authorization agreement and 
complete the electronic signature with the contact person’s name, and enter the company’s 
Federal EIN

7. Click/Check “accept” on the disclaimer and click “complete”

8. You will see an acceptance screen from EFTPS that provides you with an enrollment trace number. 
Print this screen for your records.

EFTPS will send you an enrollment packet with your PIN and log-in information. Once the packet 
arrives, proceed as follows: 

1. Call the EFTPS at their toll-free number and follow the instructions to receive your temporary 
password.

2. Log on to the EFTPS and change your password

3. After obtaining confirmation, navigate to the “Payments” tab on the EFTPS website anytime to 
review a history of your Form 941 payroll tax deposits

4. “Match”the EFTPS payment history with tax deposit information provided to you by your 
payroll company. AccuPay’s “Tax Liability” report has a “Total Federal Tax” amount and date 
you can match to.
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Locked & Secured: How 
isolved Safeguards Employer 
& Employee Data

•	 Hosted on Microsoft Azure™, isolved People Cloud™ customers benefit from multi-layered security,
state-of-the-art protection, customized hardware and firmware, and a global team of over 3,500 
Microsoft cybersecurity experts dedicated to safeguarding business assets and data hosted on Azure.

•	 Committed to current and future compliance standards, isolved maintains best-in-class
certifications, including SOC 1 and SOC 2 Type II audits.

•	 Encrypted data reduces the chance it can get in the wrong hands. isolved encrypts data within
People Cloud using Transport Layer Security (TLS) for personal identifiable information (PII) in transit
and Advanced Encryption Standard (AES) for data at rest.

•	 Secured and segmented, deployments use multiple multilocation immutable backups, dedicated
environments, firewalled applications, verified disaster recovery plans, just-in-time access and
standardized configurations to reduce risk.

• Guided by the highest standards, including the National Institute of Standards Technology
(NIST) cybersecurity framework and ITL 4.0, isolved remains committed to cutting-edge
cybersecurity investments.

•	 Standardized multifactor authentication (MFA) is used to reduce the risk of account takeovers by
bad actors by requiring MFA at login. Please keep in mind that employees and employers should never
share their login credentials within anyone, including multifactor authentication codes. isolved will 
never call and ask for it. 

There’s no more sensitive data than people data. With the increasing 
sophistication of cybercrime and fraud, the importance of security 
and risk management has never been more important. 

isolved has spent more than 35 years safely and securely delivering 
human capital management (HCM) technology, with millions of dollars 
in ongoing cybersecurity investment. 

Here are highlights of isolved’s ongoing investments in security: 

“Security and 
compliance are not 
secondary investment 
areas for isolved. They 
are primary investment 
areas for isolved.”
Mark Duffell

Chief Executive Officer, isolved

lacey@accupay.com
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•	 Required background checks and regular training for all employees, 
ensures isolved hires and retains vetted staff. 

•	 Tenured executives hold the roles of full-time chief information 
security officer, chief technology officer and chief compliance officer 
to ensure administrative, technical, and physical safeguards and 
structures are in place for privacy and vendor risk management.

•	 Embedded within proprietary and partner software, isolved 
continuously monitors, detects and prevents security threats.

•	 Dedicated to providing comprehensive information about 
governance, risk, and compliance (GRC) processes and controls, the regularly updated vendor 
Trust Center serves as a single resource for customers, partners, and prospective customers.

•	 Established to support the company’s compliance program, the Compliance Committee 
facilitates the exchange of information, monitors risk metrics, provides regulatory updates, 
collaborates on cross-functional risk management projects, enhances confidential communication 
about corporate risks and mitigation strategies, and monitors compliance across the organization.

Administrative safeguards:
•	 Training
•	 Documentation
•	 Practices
•	 Policies
•	 Procedures

Technical safeguards:
•	 Firewalls
•	 Multi-factor authentication

•	 Encryption
•	 Access control

Physical safeguards:
•	 Security badges
•	 Locked doors
•	 Access cards
•	 Biometric access controls
•	 Video cameras
•	 Surveillance cameras

•	 Motion sensors
•	 Fire suppression
•	 Environmental controls 

(e.g., HVAC and humidity 
controls)

To learn more about isolved’s ongoing investments in 
security, please visit our Trust Center by scanning the QR 
code or going directly to isolvedhcm.com/trust-center.

*Microsoft product names, brands, and other trademarks are the property of their respective trademark holders. These trademark holders are not affiliated with isolved.

Disclaimer. The information provided herein is for general informational purposes only and is not intended to be legal or other professional advice, including data 
privacy and security advice. All information discussed is of a general nature and does not address the circumstances of any particular individual or entity. We make 
no representation that the content will guarantee prevention of cyber incidents and disclaim all liability for actions you take or fail to take based on any content we 
provide. There is no form of relationship formed by any use of this information. The accuracy, completeness or adequacy of the information is not guaranteed, and 
isolved assumes no responsibility or liability for any errors or omissions in the content. It is not a substitute for legal advice or any other professional advice, including 
data privacy and security and you should not rely on it as such. You should consult with an attorney, or other appropriate professional for advice regarding your 
specific situation.
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World-Class Infrastructure, 
Security, and Support



Introduction

Our HCM platform is a full-suite human capital management (HCM) cloud solution that helps you manage your 
entire workforce from prehire to retire. Its comprehensive tool set integrates HR, payroll, recruiting, benefits 
administration, workforce management, and more so that you can manage and nurture your organization’s most 
valuable asset, while giving managers single-source access to real-time employee data for engaging employees, 
attracting top talent, and making more informed business decisions. Offered exclusively as software as a service 
(SaaS), any module in our HCM platform can be used individually, as part of a complete, integrated solution, or in 
conjunction with other third-party applications, content, and/or services. We deliver our HCM platform through a 
single HCM application that is available to you at any time, from anywhere. 

The cloud-based HCM solution is the ideal choice for organizations looking to achieve their HCM goals without 
exceeding their capital equipment budget or placing additional demands on their busy in-house IT staff. 
Because the platform is hosted in the Google Cloud, you get 24/7 access to your solution without having to 
purchase additional hardware, operating systems, or database licenses. You gain peace of mind knowing that 
our experienced technical consultants are managing the solution infrastructure, as well as your applications 
and employee data, to help ensure high availability, reliable performance, and multilayer security. In addition, 
because upgrades and add-ons take place in the cloud, you enjoy instant access to the latest software 
enhancements to help you manage your workforce for optimal results.
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Architecture/System Design

We understand that SaaS offerings must be backed by a world-class technology infrastructure  
that customers can count on day in and day out. That’s why our cloud infrastructure environment features a 
true multitenant architecture that provides the highest levels of data security, system uptime,  
and built-in redundancy. 

Security and auditing

Our HCM environment has achieved the American Institute of Certified Public Accountants (AICPA) SOC 1 
Type II and AT101 SOC 2 Type II criteria for security, availability, and confidentiality. The cloud environment 
undergoes an annual audit by an independent Tier 1 auditing firm that publishes the SOC Type II reports 
attesting to the suitability and operating effectiveness of the controls in place. We have certified its compliance 
with the EU/US Privacy Shield Framework.

System uptime

Our HCM platform works closely with Google to help ensure both the physical security and consistent 
availability of your data and applications. As a result of these efforts, our uptime has historically measured 
99.79% or greater monthly for unscheduled outages. 

Uptime architecture and disaster recovery

Our HCM solution’s database availability strategy relies on synchronization to maintain copies of its production 
database on four different servers. This strategy helps ensure that your data, application customizations,  
and stored code continue to be available even if a database server or Google Cloud site experiences failure.  
The primary database syncs to a secondary database in real time, and the secondary database syncs to two 
other databases to provide instant redundancy in the event one server fails.

Full database backup is performed weekly — with incremental backups running daily — to further  
minimize risk. 

•	 Recovery Point Objective (RPO): 6 hours

•	 Recovery Time Objective (RTO): 72 hours



Security Policies and Processes

Data security is a top priority, and our team implements policies and procedures designed to protect and 
safeguard customers’ workforce data.

Data collection and encryption options

Your organization’s users access the HCM cloud environment from a web browser or mobile device  
via encrypted Transport Layer Security (TLS) sessions using port 443. Our timeclock terminal connections  
are Ethernet-based, using port 80 or 443. They can utilize TLS to encrypt data transmission when you provide  
a digital ID certificate from a third-party vendor. Data at rest is encrypted across the our HCM solution 
environment by utilizing Transparent Data Encryption.

Secure system login

Users authenticate using a unique password. We use industry-standard, modern hashing algorithms to secure 
these passwords, and they are never stored in clear text. 

You may gain access to our HCM platform via Single Sign-On (SSO). To implement Security Assertion Markup 
Language (SAML) 2.0, the system requires an X.509 certificate, which may be self-signed. You will also need to 
provide the entity ID of your Identity Provider, such as ADFS 2.0, and a login redirect URL. Once a user  
is logged in via SSO, a multifaceted security profile controls the role-based functional and data access rights  
of supervisors and employees.  

Browser support

You may access our HCM applications via a web browser or mobile app provided the following requirements 
are met: 

•	 Internet Explorer®: Versions 10 or 11

•	 Edge

•	 Chrome™/Firefox®/Safari®: Current versions

•	 Mobile: We have limited support for mobile platforms using the browsers listed above

Mobile app support

Our Mobile app — HCMToGo — runs on the following Apple or Android mobile devices with a data plan or Wi-Fi:

•	 Apple® iOS: Latest versions 

•	 Android™ OS: 5.0 and higher



Physical and Logical Security Features

Our HCM solution hosts and manages our HCM platform on the ISO 27001 and SSAE 18 Type II compliant 
Google Cloud Platform with multilevel physical and logical security features, including:

�Intrusion Prevention System (IPS)/Intrusion Detection System (IDS): We deploy next-generation 
firewalls, which restrict network traffic to authorized traffic.

�Secure Transmission Sessions: Secure protocol versions TLS 1.2 and above are supported.

�Virtual Code Authentication: Our HCM Solution requires virtual code  authentication — user name, 
password, and a system-generated code. Passwords are required to be complex, with a minimum number 
of characters and expiration at a predefined interval. 

�Best-Practice Coding: We employ secure coding practices and control processes across application 
development and software maintenance. Code reviews are conducted regularly to identify potential  
security flaws. 

Penetration Testing: We use a qualified third-party vendor to perform penetration testing annually.

�Vulnerability Scanning: We conduct vulnerability scanning using a third-party tool, evaluates identified 
risks, and develops remediation and/or mitigation plans to address the vulnerability.

�Antivirus Software: We deploy a third-party, commercially available antivirus solution on servers to 
prevent viruses and malware from being deployed in the cloud environment.

�Patch Management: We patch our HCM solution environment regularly as a routine part of maintaining 
a secure cloud infrastructure. Patches are reviewed by our engineers as they are released from the vendors. 
Approved patches are tested and then deployed to the environment in accordance with our change 
management policies.

�Risk Assessment: We conduct an annual risk assessment of our HCM cloud environment  
to determine whether the control framework achieves the data privacy and data security objectives.

�Security Incident Management: We maintain an escalation procedure to notify appropriate our 
management staff and customer contacts in the event of a security incident. The event is worked to  
resolution and a root-cause analysis is performed.
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